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Draft Proposal — Subject to Review
This document is a draft proposal developed by the CSI Team (Cloud Services Infrastructure). It has not been reviewed or approved by the Agency CIO Office, the Office of Information Security (OIS), or organizational leadership.
Date Code: 2026-07-19 17:05 ET
Series Context — This is the Volume IX overview of the Federal Compliance series. Volume VII established the ServiceNow coordination layer for control-compliance drift on M365 and Azure. Volume IX extends that same layer to day-2 operations — the governed catalog for the common Entra / M365 / Azure helpdesk tasks, the landing-zone front door, app-registration governance, and Teams telephony. Where Vol VII asks “is this control drifting?”, Volume IX asks “is this operator request governed, least-privilege, and evidenced?” — the same coordination discipline, applied to the work a service desk does every day.
Scope — FedRAMP Moderate & Microsoft GCC Moderate
This volume targets FedRAMP Moderate + Microsoft GCC Moderate exclusively (M365 GCC + Moderate-targeted Azure). Actuation is via Microsoft Graph through the in-boundary MID Server; other CSPs and higher boundaries are deferred, consistent with the rest of the current program.
Volume IX runs on the same ServiceNow Government Cloud coordination hub as Volume VII, which holds FedRAMP High authorization. The High-on-Moderate boundary treatment — why a High-authorized hub coordinating a Moderate boundary is a conservative, documented posture — is stated once in Vol VII Book 00 §“Authorization Boundary Treatment — ServiceNow High-on-Moderate” and inherited here without restatement. The platform-optionality position — ServiceNow is the recommended, not mandatory coordination platform; the requirement is the coordination contract, and named alternatives (authorized workflow/CMDB platform, or a composed Azure DevOps/GitHub + Logic Apps + Sentinel pipeline) satisfy it — is likewise stated once in Vol VII Book 00 §“ServiceNow is the recommended coordination platform — not a mandatory one” and inherited here.
What This Volume Addresses
Volume VII established the pattern for operating compliance drift as owned, evidenced work. But the highest-volume work a federal cloud team does is not drift remediation — it is day-2 operations: onboarding a user, resetting an authenticator, granting a group, standing up a subscription, registering an app, assigning a phone number. Done as portal clicks, each of these is an ungoverned, unevidenced change to an identity-attributed or configuration-controlled surface — exactly the gap an assessor probes.
This volume applies the Vol VII discipline to that work: every operator request is a typed, control-mapped catalog item; the approval gate is the one the control requires; actuation is Graph through the in-boundary MID (never standing tenant admin); and every action is an audited change record reconciled to the CM-8 join key. The result is that routine operations produce compliance evidence instead of eroding it.
The Day-2 Discipline
Four rules govern every catalog item in this volume — the same coordination contract as Vol VII, expressed for request-driven work:
1. Typed, control-mapped request. No day-2 action is a free-text ticket or a portal click; it is a catalog item bound in the compliance spine to the NIST control it satisfies (see each book’s Authorities table).
1. The approval gate the control requires. A password reset is identity-verified; a Conditional-Access exception needs a security approver; a privileged group is time-bound and reviewed. The gate is a property of the control, not a workflow convenience.
1. Graph via the in-boundary MID; never standing admin. The connector holds scoped, logged, individually-approved write — never blanket tenant administration over the estate it serves (AC-6).
1. Audited and reconciled. Every action emits a change/approval record (CM-3 / AU-2) reconciled to the IPAM/DDI-keyed CMDB (CM-8), feeding Vol VII Book 04 attestation.
Books in This Volume
Volume IX — ServiceNow Day-2 Operations
	Book
	Title
	Focus
	Roadmap lane / issue

	Vol IX Book 00
	Volume Overview (this book)
	The day-2 coordination discipline
	—

	Vol IX Book 01
	Helpdesk & ITSM Catalog
	JML, password/MFA reset, unlock, group/license, guest invite
	Lane C · #1139

	Vol IX Book 02
	Landing Zone Front Door
	Catalog request → change-controlled IaC → CMDB reconcile
	Lane D

	Vol IX Book 03
	App Registration Governance
	Request → scoped consent → secret/cert lifecycle → attestation
	Lane E · #1140

	Vol IX Book 04
	Teams Telephony Catalog
	Number/calling-policy/E911 catalog + Teams SCuBA drift
	§4 · #1141

	Vol IX Book 05
	SaaS Integration Governance
	The Entra app gallery as a governed SA-9 event — SaaS provisioning gated on a recorded FedRAMP authorization (Lane F)
	Lane F

	Vol IX Book 06
	Identity & Access Governance
	Event-driven JML from the HRIT SSOT, access-certification campaigns, and the IAM evidence feed (Kit Expansion Phase 2 — gated on requirements v1.0)
	Phase 2 · #1221


Closure Necessity — Operations That Evidence Themselves
Closure Necessity — an ungoverned routine action is a standing finding
Volume IX does not re-close the identity and configuration mechanisms Volumes I, VI, and VII establish. Its necessity is operational: the highest-frequency changes to the estate are day-2 requests, and if they are not governed, approved, least-privilege, and evidenced, they are the largest continuous source of control erosion an assessor will find. AC-2 is not satisfied by a JML someone does by hand; IA-5 is not satisfied by a help-desk password reset with no identity proofing; AC-6 is not satisfied by a standing-admin group grant. This volume makes routine operations produce the evidence the authorization package needs.
How This Volume Fits the Program
Volume IX depends on Volume I’s naming plane (the CM-8 join key), Volume VII’s coordination pattern and scoped-app discipline, and Volume VI’s landing-zone and identity-as-code artifacts (the IaC the landing-zone front door drives). It produces the audited, control-mapped operational record that Vol VII Book 04 lifts into attestation and the FedRAMP 20x KSI feed. Truth is separated from enforcement throughout: IPAM/DDI and HRIT remain the truth planes; the day-2 catalog is a coordination/enforcement plane on top of them.
Cross-References
· ticket-to-machine-not-ticket-to-human whitepaper §5.1 — cites this volume’s MacdrOrchestrator.js as a working, tested reference implementation of the paper’s Closure Necessity loop, applied to identity lifecycle (AC-2/AC-3/AC-6) rather than configuration drift.
· Vol VII (all books) — the compliance-coordination layer this volume extends to day-2 work.
· Vol I Book 04 (HRIT Identity SSOT) — the identity source of truth the JML catalog provisions from.
· Vol VI Book 01/02 (Landing Zone / Identity as Code) — the IaC the landing-zone front door drives.
· Vol I Book 06 (Federal Telecommunications Modernization) — the telephony architecture Book 04 puts a catalog on.
· servicenow-day2/helpdesk-control-map.json — the machine-readable catalog → control binding.
· federal-compliance-compliance-spine.yml — the SSOT registering this volume (vol-9) and its closures.
Provenance
This overview establishes the day-2 operations layer of the series, extending Volume VII’s coordination doctrine. Functions and planes are named, not organizations; ServiceNow is the deployed coordination example; the substitution path is preserved where a workflow platform is interchangeable. Every book carries a Date Code. The volume map above is authored as committed house-style SVG, rendered to PNG at 3× for crisp .docx zoom; further per-book figures follow in the figure pass.
Where This Volume’s Evidence Lands — Volume X (Optional)
Where the closures and evidence this volume produces bind to the governance substrate — the conformance layer, the surface slots, and the evidence contract — is documented once, for the whole series, in Vol X Book 00 — Governance-Substrate Integration. The binding is optional and separable: this volume, and the series it belongs to, stands complete at FedRAMP Moderate with no substrate engagement at all; adopting the substrate adds machine-checked scoring and drift-gating on top of what is already closed, and can be adopted later — or never — without rework.
Draft Proposal — Subject to Review
Developed by the CSI Team (Cloud Services Infrastructure); not yet reviewed or approved by the Agency CIO Office, OIS, or leadership. Date Code: 2026-07-21 14:46 ET
Series Context — Volume IX Book 01. The highest-volume day-2 surface: the everyday Entra / M365 / Azure help-desk requests — joiner/mover/leaver, credential resets, group and license grants, guest invites. This book turns each into a typed, control-mapped ServiceNow catalog item actuated through the in-boundary MID, so routine operations produce compliance evidence instead of eroding it.
What This Document Addresses
A service desk performs hundreds of identity changes a week. Each one — a new account, a password reset, a group add — is a change to an identity-attributed surface that a control governs (AC-2, IA-5, AC-6). Performed as a portal click by a standing-admin operator, it is ungoverned, unevidenced, and least-privilege only by hope. Multiplied across a week, that is the largest continuous source of control erosion in the estate.
This book expresses those requests as governed catalog items. The machine-readable binding lives in servicenow-day2/helpdesk-control-map.json — each item mapped to its control, approval gate, KSI, and evidence slot, a projection of the compliance spine and CI-checked against it.
The Catalog
Ten items across three families. Each is a request, not a click; each carries the approval gate its control requires.
	Catalog item
	Control
	Approval gate
	Note

	New account (Joiner)
	AC-2
	manager + identity
	Provision from the HRIT SSOT (Vol I Book 04); least-privilege baseline

	Role/scope change (Mover)
	AC-6
	manager + identity
	Access review on change; remove stale entitlements

	De-provision (Leaver)
	AC-2
	manager + identity
	Evidenced: disable, revoke sessions, reassign owned objects

	Password reset
	IA-5
	self-service / service-desk
	SSPR where policy allows; else identity-verified gate

	MFA-method reset
	IA-5
	service-desk + verify
	Identity-proofing required; log + alert (social-engineering target)

	Account unlock
	IA-5
	self-service / service-desk
	Repeated unlocks are a Vol VI Book 03 detection signal

	Group membership
	AC-6
	owner + approver
	Time-bound where elevated; access-review linked

	License assignment
	AC-2
	manager
	Group-based licensing preferred

	Conditional-Access exception
	AC-3
	security approver
	Reuse Vol VII Book 02 — mandatory expiry + review

	Guest / B2B invite
	AC-2
	sponsor + security
	Sponsor + expiry


Reuse, don’t reinvent. The Conditional-Access exception item is the same pattern Vol VII Book 02 already models (mandatory break-glass exclusion, expiry, access review). The help-desk catalog invokes it; it does not fork a second CA-exception path.
The Request Loop
Every item runs the same governed loop — the day-2 analogue of the Vol VII compliance loop:
1. Request — a typed catalog item against the reconciled identity CI, with the requester, target, and justification.
1. Approve — the gate the control requires (self-service, manager, identity, owner, or security approver — per the control map).
1. Actuate — Microsoft Graph through the in-boundary MID Server; the connector holds scoped, logged, individually-approved write — never standing tenant admin (AC-6).
1. Evidence — the request, approval, and Graph result become a change record (CM-3 / AU-2) reconciled to the CM-8 CMDB, feeding Vol VII Book 04 attestation.
The leaver is the one that fails audits. De-provisioning is an evidenced obligation, not a courtesy: disable the account, revoke active sessions and refresh tokens, and reassign owned objects (groups, app ownerships, mailboxes). A leaver “done” with no evidence trail is an orphaned-credential finding waiting to happen — the exact gap the audited catalog closes.
Identity MACD-R — The Five Verbs at the Help Desk
Every identity operation the catalog fulfills is one of five verbs — a Move, Add, Change, Deletion, or Reset — and each verb travels the full authorized path of the series’ MACD-R Lifecycle Doctrine (Vol 0 Book 00): SSOT-originated, authoritatively authorized, executed under a just-in-time scoped role, closed with provenance, and emitting evidence automatically. The verbs differ in what originates them, what the closure probe must verify, and which controls they exercise:
	Verb
	Identity meaning
	SSOT origin
	Closure probe verifies
	Controls exercised

	Add
	Joiner: account provisioned, groups/licenses derived, MFA registered, SCIM fan-out to federated apps
	HR joiner event
	Account exists with exactly the derived entitlements; MFA method registered; every SCIM-connected app provisioned
	AC-2, IA-4, IA-5

	Move
	Mover: role/unit change → attributes updated, group and license membership re-derived, app access re-evaluated
	HR mover event
	New derivation matches the SSOT record; stale entitlements from the old role removed
	AC-2, AC-6

	Change
	Entitlement or attribute change outside a role move: access requests, group adds, delegation grants
	Governed request resolved against the SSOT record
	The granted scope equals the approved scope — nothing broader
	AC-2, AC-6

	Deletion
	Leaver: disable, revoke sessions and tokens, deprovision every federated app, reassign owned objects — including the leaver’s anchored non-human estate (owned service accounts and app registrations transfer per the Human-Anchor Rule)
	HR leaver event
	Account unusable everywhere; zero live sessions; SCIM deprovisioned in each connected app; no orphaned objects or ownerless non-human identities
	AC-2, AC-2(3), IA-4

	Reset
	Credential events: password reset, MFA method reset, session revocation
	Governed request against the SSOT identity
	Re-proofing performed to policy before issuance; new credential meets IA-5; old credential unusable
	IA-4, IA-5, AC-2


Reset is the highest-risk verb, and it is the one attackers order from the help desk. A password or MFA reset re-issues the keys to an identity on the strength of a phone call — the classic help-desk social-engineering entry. The catalog’s Reset items therefore gate on identity re-proofing to policy (IA-4 discipline: verified against the SSOT record, not caller-supplied facts), execute under a scoped just-in-time role, and close only on a probe confirming the old credential is dead and the new one meets policy. A Reset closed manually, with no re-proofing payload, is precisely the closure the Closure Provenance Doctrine refuses to count.
The matrix is the doctrine made operational: the five verbs are the same five the SSOT Registry (Vol 0 Book 00) governs for every object class — what changes at the help desk is only the class (human identities here, their anchored non-human estate on the Deletion row) and the probes.
Closure Necessity
Closure Necessity — the help desk is a control surface, not a convenience
Volumes I and VII establish that verified identity, phishing-resistant auth, and least privilege are the mechanisms. This book makes the routine exercise of those mechanisms governed and evidenced. Without it, AC-2, IA-5, and AC-6 are eroded a hundred small clicks at a time — each unlogged, each least-privilege by hope. The catalog does not add a new control; it stops the highest-frequency operations from quietly dismantling the ones already claimed.
NIST SP 800-53 Rev 5 Control Closure — Authorities Closed Here
Generated from the compliance spine (federal-compliance-compliance-spine.yml) by render_authorities_table.py; not hand-edited here.
Authorities Closed Here â€” Helpdesk & ITSM Catalog (Entra Â· M365 Â· Azure) (â€  = Closure-Necessity anchor: no alternate closure path)
	Control
	Title
	Closing mechanism (function, not product)
	Accreditation gate
	Authority drivers
	Evidence slot
	FedRAMP 20x KSI
	Tool-attestable?

	AC-2
	Account Management
	Joiner/mover/leaver, guest invite, and license/group requests as governed ServiceNow catalog items over Entra (Graph via in-boundary MID); leaver de-provisioning evidenced
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; OMB M-22-09
	Identity
	KSI-IAM
	No

	AC-3
	Access Enforcement
	Conditional Access exceptions issued only as governed catalog items with a mandatory expiry and a scheduled access review â€” an exception weakens a blocking enforcement control and is treated as such, never granted standing
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; OMB M-22-09
	Identity
	KSI-IAM
	No

	AC-6
	Least Privilege
	Group and privileged-access requests time-bound and access-reviewed; no standing elevation granted by a helpdesk click
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; OMB M-22-09
	Identity
	KSI-IAM
	No

	IA-5
	Authenticator Management
	Password reset, MFA-method reset, and account unlock as identity-verified catalog items (self-service via SSPR where policy allows; else approver-gated)
	FedRAMP Moderate
	NIST SP 800-53 Rev 5
	Identity
	KSI-IAM
	No


Honest Limits
· Self-service items (SSPR, unlock) are only as strong as the tenant’s authentication-method policy; a weak SSPR policy is a Vol VI Book 02 configuration concern, not a catalog fix.
· The catalog governs the request; a standing global administrator can still act out of band — Vol VII Book 02 detections and access reviews catch that.
· Substituting the ITSM platform changes the catalog and connector syntax; the request→approve→actuate-via-MID→evidence discipline is invariant.
Cross-References
· servicenow-day2/helpdesk-control-map.json — the machine-readable catalog → control binding this book documents.
· Vol I Book 04 (HRIT Identity SSOT) — the identity source of truth the JML items provision from.
· Vol VII Book 02 — the Conditional-Access exception pattern this catalog reuses; Vol VII Book 04 — where the audited actions become attestation.
· Vol IX Book 03 — app-registration governance (service-principal identity lifecycle, the machine analogue of JML).
Provenance
Draft. ServiceNow, Microsoft Graph, and Entra are deployed examples; the request→approve→actuate-native→evidence discipline is the invariant. Vendor claims cite vendor documentation. The figure above is authored as committed house-style SVG, rendered to PNG at 3× for crisp .docx zoom.
Draft Proposal — Subject to Review
Developed by the CSI Team (Cloud Services Infrastructure); not yet reviewed or approved by the Agency CIO Office, OIS, or leadership. Date Code: 2026-07-12 15:00 ET
Series Context — Volume IX Book 02. The infrastructure-as-code exists (Vol VI Book 01); what is missing is the governed front door — the catalog request that drives it. This book puts a ServiceNow catalog item on the landing-zone IaC so a subscription, virtual network, or subnet is provisioned through an approved, change-controlled pipeline and reconciled to the authoritative IPAM/DDI record at allocation time.
What This Document Addresses
Landing-zone infrastructure-as-code is a solved problem in this series — Terraform and Bicep modules stand up subscriptions, networks, and subnets from reviewed source (Vol VI Book 01). But a module that anyone can apply from a laptop is not change control, and an address block allocated outside the naming plane is a CM-8 gap the moment it exists. The gap is the front door: the governed request that turns “run the module” into “an approved, evidenced, reconciled provisioning event.”
This book supplies that front door, reusing the exact pattern the DDI ServiceNow app specifies as a scoped-app kit (infoblox-ddi-book/servicenow-app/): catalog request → approval / separation-of-duties → speculative Terraform plan → apply → validation gate → CMDB reconcile → close.
The Provisioning Loop
	Step
	What happens
	Control

	1. Request
	A catalog item captures the landing-zone parameters (environment, size, address requirements) as typed variables, not free text
	—

	2. Approve / SoD
	The request routes through approval with separation of duties (requester ≠ approver)
	CM-3, CM-5

	3. Plan
	The CPG Terraform Connector runs a speculative plan the approver reviews before any state changes
	CM-3

	4. Apply
	On approval, the change-controlled pipeline applies the reviewed source idempotently — deployed state equals reviewed source
	CM-2

	5. Reconcile
	The address/subnet allocation is written to and reconciled with the authoritative IPAM/DDI record
	CM-8

	6. Close
	The validation gate confirms the landing zone matches intent; the change record and gate verdict are the evidence
	CM-3, AU-2


No landing zone stands up outside the naming plane. Step 5 is the load-bearing one: an address block allocated by IaC but never reconciled to IPAM/DDI is shadow inventory (a CM-8 / BOD 23-01 finding) the moment it exists. The front door makes reconciliation part of provisioning, not a later clean-up.
Reuse — This Is the DDI App, Generalized
The DDI ServiceNow app (Vol VIII Book 07, infoblox-ddi-book/servicenow-app/) implements this loop as a scoped-app kit for DNS-backed subnet provisioning: a catalog item fronts a Terraform module through the CPG Connector, a MID-Server gate validates, and the Service Graph Connector reconciles to the CMDB. This book extends the same records to full landing-zone provisioning — same connectors, same in-boundary MID, same validation-gate discipline, broader module scope.
Closure Necessity
Closure Necessity — IaC without a governed front door is not change control
Landing zones expressed as reviewable source close CM-2 and CM-3 — the change-control authorities this book anchors as a governed front door; CM-6 configuration settings close in Volume III’s systems-management books. This book makes the invocation of that source governed — an approved, SoD-gated, evidenced provisioning event reconciled to the naming plane. Without the front door, the same modules are a click-path with no approval trail and no guarantee the allocation reached IPAM — CM-3 becomes an assertion and CM-8 forks. The IaC is necessary; the governed front door is what makes it assessable.
NIST SP 800-53 Rev 5 Control Closure — Authorities Closed Here
Generated from the compliance spine (federal-compliance-compliance-spine.yml); not hand-edited here.
Authorities Closed Here — Landing Zone Front Door (catalog → IaC → CMDB) († = Closure-Necessity anchor: no alternate closure path)
	Control
	Title
	Closing mechanism (function, not product)
	Accreditation gate
	Authority drivers
	Evidence slot
	FedRAMP 20x KSI
	Tool-attestable?

	CM-8
	System Component Inventory
	Subnet/address allocation reconciled to the authoritative IPAM/DDI record (CM-8) at provisioning time — no landing zone stood up outside the naming plane
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; CISA BOD 23-01
	Network
	KSI-PIY
	No

	CM-3
	Configuration Change Control
	Catalog approval → speculative Terraform plan → apply → validation gate → CMDB close as the CM-3 gate for landing-zone changes
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; OMB Circular A-130
	Security / supply chain
	KSI-CMT
	No

	CM-2
	Baseline Configuration
	Landing-zone catalog request drives the change-controlled IaC pipeline (Terraform/Bicep) — deployed state equals reviewed source
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; OMB Circular A-130
	Security / supply chain
	KSI-CMT
	No


Honest Limits
· The front door governs provisioning; drift after apply is a Vol VII Book 03 (Azure Policy) concern — the two compose (provision governed, then monitor drift).
· The speculative plan is only as safe as the module’s blast radius; destructive changes carry a heightened approval gate.
· Reconciliation depends on the IPAM/DDI backend chosen in the Volume VIII / InfoBlox decision; until that lands, the reconcile step targets whatever authoritative record exists.
Cross-References
· Vol VI Book 01 (Landing Zone & Network as Code) — the IaC this front door drives.
· Vol VIII Book 07 / infoblox-ddi-book/servicenow-app/ — the DDI catalog→Terraform→gate→CMDB pattern this book generalizes.
· Vol I Book 01 (IPAM/DDI) — the authoritative record allocations reconcile to (CM-8).
· Vol VII Book 04 — where the provisioning evidence becomes attestation.
Provenance
Draft. ServiceNow, the CPG Terraform Connector, Terraform/Bicep, and Azure ALZ are buildable-kit examples; the catalog→approve/SoD→plan→apply→reconcile→close discipline is the invariant. The figure above is authored as committed house-style SVG, rendered to PNG at 3× for crisp .docx zoom.
Draft Proposal — Subject to Review
Developed by the CSI Team (Cloud Services Infrastructure); not yet reviewed or approved by the Agency CIO Office, OIS, or leadership. Date Code: 2026-07-16 09:48 ET
Series Context — Volume IX Book 03. App registrations are the machine analogue of the joiner/mover/leaver lifecycle — and one of the largest sources of long-lived-secret and over-consent risk in an Entra estate. The architecture is set (Vol I Book 03 Certificates & Tokens; Vol VI Book 02 Identity & Access as Code); this book adds the governed lifecycle: request, scoped consent, short-lived credentials, owner-approved rotation, and attestation.
What This Document Addresses
An app registration is a workload identity: a service principal with credentials and consented permissions. Left ungoverned, it is where credential sprawl lives — long-lived client secrets pasted into config, over-broad admin consent granted “to make it work,” and orphaned apps whose owner left months ago. Each is a standing violation of least privilege (AC-6) and secure authenticator management (IA-5).
This book governs the whole lifecycle as catalog work, closing AC-2, IA-5(2), SC-17, and AC-6, and feeding Vol VII Book 04 attestation.
The Lifecycle
	Stage
	What happens
	Control

	1. Request
	An app-registration request captures owner, purpose, and the specific scopes needed
	AC-2

	2. Consent
	Scoped, admin-consented permissions only — no blanket delegation; any privileged or write scope requires a security approver, least privilege the default
	AC-6

	3. Credential
	A short-lived certificate (ACME) or a secret with a mandatory expiry — no long-lived secrets in config
	IA-5(2), SC-17

	4. Rotate
	Rotation is raised automatically before expiry and approved by the owner — the app never depends on a human remembering
	IA-5(2)

	5. Attest
	Ownership and scope re-attested on a cadence; orphaned or expired registrations flagged
	AC-6, CA-7


No long-lived secrets. The single highest-value rule in this book: credentials are short-lived and rotated on schedule. A client secret with a two-year expiry sitting in a pipeline variable is the credential an attacker wants most; certificate-based, short-lived identity removes the target. This is the IA-5(2) / SC-17 closure, applied to workload identity.
App Registrations Are Machine JML
The lifecycle above is deliberately the same shape as the human joiner/mover/leaver catalog (Book 01): a request with an owner, a governed change of scope, and an evidenced retirement. The leaver step is the one most often skipped for apps — an orphaned service principal with live credentials is exactly the ghost-credential risk that human de-provisioning is meant to close. Attestation (stage 5) is the machine-identity equivalent of an access review.
Closure Necessity
Closure Necessity — a workload identity with no lifecycle is a permanent liability
Volume I/VI prove that certificate-based, short-lived, least-privilege credentials are the mechanism. This book makes the lifecycle of a workload identity governed and evidenced. Without it, app registrations accumulate long-lived secrets and over-broad consent that no scanner authored and no owner reviews — IA-5(2), SC-17, and AC-6 quietly regress with every “temporary” secret that never expires. Governing the lifecycle is what keeps the mechanism true over time.
NIST SP 800-53 Rev 5 Control Closure — Authorities Closed Here
Generated from the compliance spine (federal-compliance-compliance-spine.yml); not hand-edited here.
Authorities Closed Here â€” App Registration Governance (request Â· consent Â· secret/cert lifecycle) (â€  = Closure-Necessity anchor: no alternate closure path)
	Control
	Title
	Closing mechanism (function, not product)
	Accreditation gate
	Authority drivers
	Evidence slot
	FedRAMP 20x KSI
	Tool-attestable?

	AC-2
	Account Management
	App registrations managed as machine joiner/mover/leaver: a governed request captures owner, purpose and the specific scopes needed before any credential exists, and orphaned registrations are retired through attestation
	FedRAMP Moderate
	NIST SP 800-53 Rev 5
	Identity
	KSI-IAM
	No

	AC-6
	Least Privilege
	Scoped admin consent; over-broad/privileged scopes gated by a security approver; orphaned/expired app registrations flagged for attestation
	FedRAMP Moderate
	NIST SP 800-53 Rev 5
	Identity
	KSI-IAM
	No

	IA-5(2)
	Public Key-Based Authentication
	App-registration credentials issued as short-lived certs (ACME) with mandatory expiry and scheduled, owner-approved rotation â€” no long-lived secrets in config
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; EO 14028
	Identity
	KSI-IAM
	No

	SC-17
	Public Key Infrastructure Certificates
	Certificate issuance and rotation for service principals via the governed catalog
	FedRAMP Moderate
	NIST SP 800-53 Rev 5
	Identity
	KSI-IAM
	No


Honest Limits
· Not every app supports certificate credentials; where a secret is unavoidable, the expiry is short and rotation is still automated — the exception is documented, not silent.
· Consent governance covers new grants; a sweep of existing over-consented apps is a one-time remediation the attestation cadence then maintains.
· Rotation depends on the certificate authority chosen in Vol I Book 03 / Vol VI Book 02; this book governs the workflow, not the CA.
Cross-References
· Vol I Book 03 (Certificates & Tokens) and Vol VI Book 02 (Identity & Access as Code) — the cryptographic-identity architecture this book governs the lifecycle for.
· Vol IX Book 01 — the human JML this app lifecycle mirrors.
· Vol VII Book 04 — where attestation of app-registration ownership/scope lands (CA-7).
Provenance
Draft. Entra app registrations, ACME, and certificate-based service-principal auth are deployed examples; the request→scoped-consent→short-lived-credential→rotate→attest discipline is the invariant. The figure above is authored as committed house-style SVG, rendered to PNG at 3× for crisp .docx zoom.
Draft Proposal — Subject to Review
Developed by the CSI Team (Cloud Services Infrastructure); not yet reviewed or approved by the Agency CIO Office, OIS, or leadership. Date Code: 2026-07-14 11:56 ET
Series Context — Volume IX Book 04. The Teams telephony architecture is already established in Vol I Book 06 (Federal Telecommunications Modernization) — Teams Phone, session border controllers, Direct Routing, Operator Connect, and Calling Plans. This book adds the two things that make it operationally complete: a governed telephony catalog for the standing operator tasks, and Teams SCuBA drift wired into the Vol VII M365 compliance loop.
What This Document Addresses
Teams telephony carries two kinds of day-2 work that are typically ungoverned. The first is operator requests — assigning a phone number, setting a calling policy, changing voice routing — each a change to a configuration surface with real safety and audit implications (emergency calling, toll fraud, lawful-access logging). The second is secure-configuration drift — the Teams service has a CISA SCuBA baseline just like the rest of M365, and it drifts.
This book governs the first as catalog items and folds the second into the existing compliance loop, so the telephony estate is both operable and continuously assessed.
Part 1 — The Telephony Catalog
	Catalog item
	Control
	Note

	Phone-number assignment / release
	CM-3
	Reconciled to the number inventory; release returns the number to the pool

	Calling-policy / dial-plan assignment
	CM-3
	Least-privilege calling scope (e.g., domestic-only by default)

	Emergency address (E911) validation
	CM-3
	Validated on assignment — a mis-mapped emergency address is a life-safety defect

	Voice-routing / SBC change
	CM-3
	Change-controlled; SBC config is a boundary-affecting change

	Call-detail + admin-action telemetry
	AU-2
	CDRs and telephony admin actions routed into the evidence contract at onboarding — the collection item that carries this book’s AU-2 closure


E911 is not optional metadata. Emergency-address validation is the one telephony step where a silent error has physical consequences: a phone whose registered location is wrong sends responders to the wrong place. The catalog validates the emergency address at assignment time — it is a gate, not a form field.
Part 2 — Teams SCuBA Drift
Teams is an M365 workload with a CISA SCuBA secure-configuration baseline (external access, meeting policies, app permissions, federation). This book does not build a new compliance loop for it — it extends the Vol VII Book 02 M365 loop to the Teams surface: the SCuBA assessment runs, a new baseline fail becomes a typed ServiceNow Change/Incident against the Teams service CI, an owner remediates on the native surface, and re-test closes it with evidence (CM-6). One loop, one more surface.
Closure Necessity
Closure Necessity — voice is a governed surface, not a phone system
Vol I Book 06 proves the telephony architecture; the SCuBA baseline and the Vol VII loop prove the compliance mechanism. This book makes the operation of telephony governed: number and routing changes carry change control and E911 validation, and Teams secure-config drift is tracked like any other M365 surface. Without it, voice is the one modern workload still run by ad-hoc admin action — ungoverned changes (CM-3), an untracked SCuBA baseline (CM-6), and an unvalidated emergency-calling posture.
NIST SP 800-53 Rev 5 Control Closure — Authorities Closed Here
Generated from the compliance spine (federal-compliance-compliance-spine.yml); not hand-edited here.
Authorities Closed Here — Teams Telephony Catalog & Teams SCuBA Drift († = Closure-Necessity anchor: no alternate closure path)
	Control
	Title
	Closing mechanism (function, not product)
	Accreditation gate
	Authority drivers
	Evidence slot
	FedRAMP 20x KSI
	Tool-attestable?

	CM-3
	Configuration Change Control
	Number assignment, calling-policy, and voice-routing/SBC changes as change-controlled catalog items with E911 emergency-address validation
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; OMB Circular A-130
	Security / supply chain
	KSI-CMT
	No

	CM-6
	Configuration Settings
	Teams SCuBA / secure-baseline drift raised as a ServiceNow Change/Incident, extending the Vol VII Book 02 M365 loop to the Teams surface
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; CISA SCuBA; CISA BOD 25-01
	Security / supply chain
	KSI-CMT
	No

	AU-2
	Event Logging
	Call-detail and telephony admin actions audited into the evidence contract
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; OMB M-26-14
	Telemetry
	KSI-MLA
	No


Honest Limits
· Media-path confidentiality (SC-8) and the SBC accreditation are Vol I Book 06 concerns; this book governs the operational changes to that architecture, not the transport crypto itself.
· E911 validation is only as good as the address-to-location data source; the catalog validates against it, but the source must be maintained.
· The Teams SCuBA baseline coverage depends on the assessment tooling’s Teams checks (Vol VI Book 08 test-coverage concern).
Cross-References
· Vol I Book 06 (Federal Telecommunications Modernization) — the Teams Phone / SBC / Direct Routing / Operator Connect architecture this book operationalizes.
· Vol VII Book 02 (M365 Compliance) — the loop the Teams SCuBA drift extends.
· CISA SCuBA Secure Configuration Baselines — the SCuBA baseline reference.
Provenance
Draft. Teams Phone, SBC, Direct Routing, Operator Connect, and the SCuBA Teams baseline are deployed examples; the governed-catalog + SCuBA-drift-into-the-loop discipline is the invariant. The figure above is authored as committed house-style SVG, rendered to PNG at 3× for crisp .docx zoom.
Draft Proposal — Subject to Review
Developed by the CSI Team (Cloud Services Infrastructure); not yet reviewed or approved by the Agency CIO Office, OIS, or leadership. Date Code: 2026-07-21 14:46 ET
Series Context — Volume IX Book 05. Vol VII Books 02 and 03 automate control compliance on the M365 and Azure surfaces. This book implements the governed catalog for the moment an administrator connects a third-party SaaS to those surfaces. It inherits the coordination doctrine and the boundary treatment from Vol VII Book 00 without restating them, reuses the Vol VII Book 05 scoped-app pattern, and ships as Lane F of this volume’s day-2 kit (servicenow-day2/saas-control-map.json) rather than forking a second app.
What This Document Addresses
An administrator opens the Entra admin center, searches the application gallery, follows a vendor tutorial, and configures SAML SSO and SCIM provisioning to a third-party SaaS. Fifteen minutes. A continuous outbound replica of the agency directory — names, work emails, employee IDs, manager chains, organizational structure — now lives in that vendor’s cloud and stays synced.
The instinct is to read that as a gap: one missing gate, SA-9, to be added. That reading is too small.
Onboarding a SaaS is the single densest control-closure opportunity in the identity estate. SCIM provisioning is automated account management. The leaver event reaching the vendor is account disablement. The signing certificate is an authenticator with a lifecycle. The service principal is a component to inventory. The assignment is access enforcement. Every one of those controls is either closed during provisioning, or silently skipped there — and skipped is the default, because the vendor’s path has no place to put them.
This book is the implementation that closes them. It is not an argument that a gate is missing; it is the catalog, the control map, the actuation surface, and the tests.
Why the gate has to be ours — the motivating measurement, briefly
FedRAMP Moderate for M365 means GCC Moderate, which is paired with Commercial Entra ID on Azure Commercial infrastructure (only GCC High and DoD sit on Azure Government). So the full commercial gallery is available: thousands of apps, full SSO, full provisioning connectors, nothing blocked and nothing marked.
The complete vendor tutorial corpus — 12,940 pages, 1,295 tutorials — was analyzed term-by-term. It carries 50,172 mentions of single sign-on and zero of FedRAMP, authorization boundary, interconnection, ISA, NIST 800-53, CUI, or impact level. The only federal-adjacent sentence, in 18 tutorials (1.4%), is availability boilerplate saying the app is more obtainable. Gallery risk scores name SOC 2, ISO 27001, HIPAA and PCI — not FedRAMP — and sit behind additional licensing.
This is not a criticism of the vendor’s documentation. The tutorials are accurate and correctly scoped to their purpose: making an integration work. Authorization is a customer responsibility and does not travel across a federation trust. The corpus is silent on the boundary because the boundary is not its subject. The consequence is only this: an administrator following the vendor’s own guidance end-to-end never encounters the authorization question — so the control surface is entirely ours, and there is no technical backstop to inherit. The full analysis, and an independent assessment reaching the same conclusion, are in the series critique record.
The Implementation — Lane F of the Day-2 Scoped App
This book ships as a lane in the existing Volume IX day-2 app, not a new one.
Why the implementation lands here
	Decision
	Rationale

	Lane F in servicenow-day2, not a separate scoped app
	validate_day2_control_maps.py globs servicenow-day2/*-control-map.json — the lane is CI-validated from its first commit with zero wiring

	Reuse EntraHelpdeskClient / EntraHelpdeskGate
	The Graph-via-MID plumbing and the SoD/least-privilege pre-flight already exist. SaaS provisioning needs new methods, not a new app, Flow, ATF harness and update set

	Same catalog grammar as Lane E
	Lane E (App Registration) is request → consent → credential → rotate → attest. Lane F is the same shape for the federation trust — one control map schema, one approval model


Placement, resolved. This book lives in Volume IX (Day-2 Operations), alongside the servicenow-day2 app whose Lane F it implements — correcting the earlier Volume VII placement that put the book a volume away from its own implementation. Forking the scoped app to satisfy a volume label would have duplicated Script Includes, Flow, ATF and update set for one lane, which is exactly what Vol VII Book 05 warns against; keeping the lane in the shared day-2 app, with the book beside it, is the right call.
Related debt — since paid. When this book was first drafted, Volume VII registered no kit and the x_fed_compliance app Vol VII Book 05 describes existed only as prose. As of 2026-07-14 the DRAFT skeleton ships at x_fed_compliance/ and is registered in the spine’s kits: section (kit-fed-compliance), so the distribution build bundles it and its control map is CI-validated. Lane F’s placement decision stands on its own merits (reuse of the day-2 plumbing), not on the kit’s absence.
The record model
Lane F adds one data file and a set of methods. Everything else it inherits.
Lane F record model — one new data file, four extensions, one reuse
	Path (in the kit)
	Record / artifact
	Status

	servicenow-day2/saas-control-map.json
	app data (CI-checked)
	New — Lane F bindings: 24 catalog items → (control, task type, approval, actuation, KSI, slot)

	script-includes/EntraHelpdeskClient.js
	sys_script_include
	Extend — add the Graph surface below

	script-includes/EntraHelpdeskGate.js
	sys_script_include
	Reuse — SoD + least-privilege pre-flight, unchanged

	flow/flow-blueprint.md
	Flow Designer blueprint
	Extend — the Governed Day-2 Request flow gains the verify→classify→agree branch

	atf/
	ATF test spec
	Extend — Lane F negative cases below

	update-set/
	update set
	Reuse — the lane assembles into the same importable XML


The Graph surface Lane F needs
EntraHelpdeskClient today carries createUser, resetPassword, resetMfaMethod, assignLicense, inviteGuest — the human JML surface. Lane F adds the integration surface, all routed through the in-boundary MID Server:
The Graph surface Lane F adds — MID-routed, scoped, individually approved
	Method
	Graph operation
	Serves

	instantiateGalleryApp(templateId, displayName)
	POST /applicationTemplates/{id}/instantiate
	saas.register.ci

	getApplicationTemplate(templateId)
	GET /applicationTemplates/{id}
	saas.verify.interfaces (publisher, categories, supported SSO modes)

	setSsoMode(spId, mode)
	PATCH /servicePrincipals/{id} (preferredSingleSignOnMode)
	saas.sso.configure

	setSigningCertificate(spId, cert)
	POST /servicePrincipals/{id}/addTokenSigningCertificate
	saas.credential.issue, saas.pki

	createSyncJob(spId, templateId)
	POST /servicePrincipals/{id}/synchronization/jobs
	saas.scim.enable

	setSyncSecrets(spId, secrets)
	PUT /servicePrincipals/{id}/synchronization/secrets
	saas.credential.issue

	getSyncStatus(spId, jobId)
	GET /servicePrincipals/{id}/synchronization/jobs/{jobId}
	saas.attest, drift detection

	assignAppRole(spId, principalId, roleId)
	POST /servicePrincipals/{id}/appRoleAssignedTo
	saas.assign, saas.roles

	disableSyncJob(spId, jobId) / deleteServicePrincipal(spId)
	DELETE …/jobs/{jobId}, DELETE /servicePrincipals/{id}
	saas.offboard


Least-privilege note. These are write operations on the application layer. The MID-routed service identity holds Application.ReadWrite.OwnedBy and Synchronization.ReadWrite.All — not Application.ReadWrite.All — so the app can only act on integrations it owns. Standing tenant admin is never used, per the Book 00 rule. EntraHelpdeskGate refuses any Lane F actuation whose change record is unapproved or whose approver equals the requester.
Federation Closes the Controls — SSO and SCIM Against 800-53
The Entra SaaS app-integration surface (the per-app SSO and provisioning configuration guides) is not just convenience plumbing — configured under this book’s gate, it is the technical closure mechanism for a specific set of NIST SP 800-53 Rev 5 controls:
· AC-2 (Account Management) — SCIM provisioning centralizes account creation and removal for every federated app: a joiner is provisioned, and a leaver is deprovisioned, in the connected SaaS automatically. The gap SCIM exists to close is the one audits find first — accounts in a SaaS app that outlive the person.
· AC-3 / AC-6 (Enforcement, Least Privilege) — with SSO, access to each application is an assignment decision in the directory (user/group assignment + Conditional Access), not a per-app credential; the least-privilege envelope is administered in one place.
· IA-2 (Identification and Authentication) — federation means every SaaS sign-in is the agency’s authentication event: phishing-resistant MFA and session policy apply universally, including to apps that could never enforce them natively.
· SC-8 (Transmission Confidentiality) — SAML 2.0 / OpenID Connect federation rides TLS with signed assertions; no password ever transits to the SaaS side at all.
· AU groundwork — every federated sign-in and provisioning action lands in the central sign-in and audit logs, feeding the evidence fabric; a directly-credentialed app logs to nowhere the agency reads.
SCIM is what makes identity MACD-R propagate. Every Move, Add, Change, Deletion, and Reset executed against the directory (Vol IX Book 01’s five-verb matrix) rides SCIM to every federated application — one authorized operation, one closure probe, the whole connected estate converged. The converse is the finding: an integrated app without SCIM provisioning is a manual-closure island — its joiners and leavers are hand-worked tickets whose closures carry no probe, exactly the class of unverifiable closure the Closure Provenance Doctrine (Vol 0 Book 00) refuses to count. The catalog therefore treats “SSO without provisioning” as a degraded state that Phase 4 must either remediate or record as an accepted, visible exception.
Configuration is not compliance. The federation mechanics above close technical controls; they do not write the policies (AC-1, IA-1), sign the external-system agreements, or run the access reviews that 800-53 demands alongside them. This book’s own gate closes the external-system direction (AC-20, SA-9 — the authorization verdict before configuration), and the review-and-certification layer is Vol IX Book 06’s subject. Chapter and verse for the split lives in the Authorities table below.
The Catalog — 24 Governed Items, 24 Controls
The ordering is the control. The authorization verdict is recorded before anything is configured, because a verdict collected afterward is a rationalization, not a gate.
Every row below is generated from servicenow-day2/saas-control-map.json, which the CI check validates against the spine — the book cannot drift from the map it describes.
Phase 1 — Intake and authorization
Nothing is configured here. This phase answers may this integration happen at all, and records the answer before anyone can act on the opposite.
Phase 1 — closes SA-9 †; operationalizes AC-20, SA-9(2), AC-4, CA-3, AC-5
	Catalog item
	What happens
	Approval
	Control

	saas.request
	Records the SaaS, its business owner, the business need, and the specific identity attributes it will receive. That last field is what makes classification possible; without it, exposure gets reasoned about from vendor marketing
	owner
	AC-20

	saas.verify.authorization
	The gate. A FedRAMP Marketplace verdict at or above the Moderate baseline, recorded against the request. No verdict, no progression
	security approver
	SA-9 †

	saas.verify.interfaces
	The CSO’s SSO/SCIM endpoints, ports and protocols recorded; the NGFW allow-list and DDI records derive from this, so an undocumented endpoint is drift
	security approver
	SA-9(2)

	saas.classify
	Assertion-only or standing replica? Derived from the attributes captured at request, not judged ad hoc
	automated
	AC-4

	saas.isa
	SCIM path only — an ISA attached and approved before the sync job is enabled
	owner + security
	CA-3

	saas.approve
	Requester may never approve. Privileged scope or any SCIM path requires a security approver distinct from the owner
	security approver
	AC-5


Phase 2 — Register and configure
The integration becomes a governed object — a reconciled CI and an approved change — before it becomes a federation trust.
Phase 2 — operationalizes CM-8, CM-3, IA-2, IA-4
	Catalog item
	What happens
	Approval
	Control

	saas.register.ci
	The service principal, its gallery template id, SSO mode and sync-job state become a CMDB CI reconciled to the authoritative IPAM/DDI asset identity (the CM-8 join key, Book 01). An integration absent from the register is drift
	automated
	CM-8

	saas.change
	Every compliance-affecting change carries an approved, reviewable change record before actuation
	owner + security
	CM-3

	saas.sso.configure
	Federation actuated via Graph through the MID Server — never a portal click. Records that SaaS-local credentials are disabled or exception-approved: “SSO available” is not “SSO required”
	owner
	IA-2

	saas.identifier
	One enterprise identifier per person from the HR-derived worker record (Book 04). The vendor never mints its own identifier for an organizational user
	owner
	IA-4


Phase 3 — Credentials
The SAML signing certificate and the SCIM bearer token are authenticators with lifecycles, not setup steps. This is Lane E’s rule applied to the federation trust.
Phase 3 — operationalizes IA-5(2), IA-5, SC-17
	Catalog item
	What happens
	Approval
	Control

	saas.credential.issue
	Certificate-based where the SaaS supports it; a secret with a mandatory expiry where it does not. No long-lived secret in configuration
	owner
	IA-5(2)

	saas.credential.rotate
	Rotation is raised automatically ahead of expiry and approved by the integration owner, with the SaaS-side update tracked as a change. The trust never depends on a human remembering a three-year certificate
	owner
	IA-5

	saas.pki
	Issuance, publication to the relying party, rollover and revocation under the agency certificate policy — not the IdP’s default self-signed certificate accepted at setup
	owner
	SC-17


Phase 4 — Provision and authorize
Only now does directory data move, and only under an approved scoping filter and attribute mapping.
Phase 4 — operationalizes AC-2(1), AC-3, AC-6
	Catalog item
	What happens
	Approval
	Control

	saas.scim.enable
	Creating the sync job is automated account management. Blocked until saas.isa is approved. Scoping filter and attribute mapping ride in the change record, so which attributes leave is reviewable, not discovered later
	owner + security
	AC-2(1)

	saas.assign
	User/group assignment required — never “available to all users”. The assignment is the enforcement point the agency still controls once the trust exists
	owner
	AC-3

	saas.roles
	App roles mapped from the authoritative org model, not a vendor default. Administrative roles inside the SaaS require a security approver
	security approver
	AC-6


Phase 5 — Lifecycle (joiner/mover/leaver)
The HR system owns the fact (Book 04); this lane is where the fact reaches the SaaS.
Phase 5 — operationalizes AC-2(3), PS-5
	Catalog item
	What happens
	Approval
	Control

	saas.leaver
	The separation event drives disable/remove in the SaaS on the effective date, evidenced per step. Separation-to-revocation interval inside the SaaS becomes a ConMon metric
	manager + identity
	AC-2(3)

	saas.mover
	A transfer re-derives entitlements from the new assignment and raises an access review of the residual
	owner
	PS-5


This phase is why the others matter. Without it the directory is clean and the vendor still holds a live account — the precise failure an assessor probes, and the one an ungoverned portal-click integration guarantees. Separation is not network-observable: absence of logins is indistinguishable from leave. Only an event-driven feed from the owner of the fact starts the revocation on time.
Phase 6 — Evidence
Collection is not review. Both are catalog items, because only an owned task proves somebody looked.
Phase 6 — operationalizes AC-2(4), AU-2, AU-6
	Catalog item
	What happens
	Approval
	Control

	saas.account.audit
	Account create/modify/enable/disable/remove emit audit records automatically, correlated to the originating HR or catalog event
	automated
	AC-2(4)

	saas.logs
	Provisioning and sign-in telemetry routed to the SIEM at onboarding, not retrofitted after an incident
	automated
	AU-2

	saas.audit.review
	A named reviewer, a cadence, a closure record. Collection is AU-2; evidence that somebody looked is AU-6
	security approver
	AU-6


Boundary caveat on saas.logs. This collects what the tenant can see; it does not conjure what the boundary withholds. GCC-Moderate telemetry limits bound what reaches the SIEM in the first place — see the SCuBA boundary-limitations analysis. A ConMon claim built on this must state that limit rather than imply completeness.
Phase 7 — Attest and exit
Authorization is not a one-time fact, and the step most often skipped is the last one.
Phase 7 — operationalizes CA-7, SI-12, AC-2
	Catalog item
	What happens
	Approval
	Control

	saas.attest
	Cadence re-verification of the marketplace verdict, the owner and the attribute scope. A lapsed authorization or orphaned integration raises a task; feeds Book 04 attestation and the KSI pipeline
	owner + security
	CA-7

	saas.retention
	Which attributes flow, from which authoritative source, and the vendor’s retention/deletion commitments — recorded where the data originates, because lineage cannot be reconstructed from the vendor’s copy at audit time
	owner
	SI-12

	saas.offboard
	Disable the sync job, remove assignments, revoke the trust and credential, confirm vendor-side deletion against the retention record, retire the CI
	owner + security
	AC-2


Authorization is not a one-time fact. A CSO can lose its authorization; an integration can outlive its business need. saas.offboard is the step most often skipped — an integration nobody uses still holds a live directory replica and a valid signing certificate.
The Control Map — Data, Checked Against the Spine
servicenow-day2/saas-control-map.json binds each catalog item to (control, task_type, approval, actuation, ksi, slot). It is data, not prose, and validate_day2_control_maps.py enforces on every item:
· boundary == "gcc-moderate" — the series scope parameter, mechanically;
· required fields present;
· every slot is a real evidence slot in federal-compliance-compliance-spine.yml;
· every ksi is a real theme in the in-repo FedRAMP CR26 OSCAL catalog — not a plausible-looking invention;
· every control parses as a NIST SP 800-53 control id.
The spine’s closure rows for this book are derived from that map, so the map and the spine cannot disagree at birth: control, KSI and slot are copied, and only the mechanism prose is authored.
Why the lane is validated for free
validate_day2_control_maps.py globs servicenow-day2/*-control-map.json. Adding Lane F required no wiring — the existing gate picked it up and reported 6 day-2 control maps, 55 catalog items, all consistent with the spine. That is the concrete payoff of reusing the day-2 app instead of forking one.
Tests — What Would Falsify This
ATF cases run against test_mode, extending the Lane E negative suite. A catalog that only tests the happy path proves nothing:
Lane F ATF cases — the negatives are the point
	Test
	Asserts

	configure_without_verdict_is_refused
	saas.sso.configure and saas.scim.enable refuse when no saas.verify.authorization verdict is recorded. The ordering rule, mechanically.

	scim_without_isa_is_refused
	saas.scim.enable refuses when saas.classify = SCIM and no approved saas.isa exists

	sso_only_does_not_require_isa
	The SSO-only path completes without an ISA — over-gating the cheap path is how a control gets routed around

	self_approval_is_refused
	saas.approve refuses when approver == requester

	standing_admin_is_refused
	Lane F actuation refuses if the service identity holds Application.ReadWrite.All

	unreconciled_integration_is_flagged
	An SP present in the tenant with no CI raises drift (the un-governed portal click)

	lapsed_authorization_raises_task
	saas.attest raises a task when the recorded verdict ages past its cadence

	offboard_revokes_trust_and_credential
	saas.offboard leaves no enabled sync job, no assignment, no valid signing certificate


Closure Necessity
Closure Necessity — consent restriction governs who approves, not what they approve
The strongest alternative a reviewer will propose is SCuBA’s application-consent baseline: restrict who may register applications and who may consent (MS.AAD.5.1v1, 5.2v1, 5.3v1). Those are good controls and this series endorses them — but they do not close SA-9.
Consent restriction governs who approves an integration. It says nothing about whether the service on the far end is authorized to hold federal data. A tenant fully compliant with admin-only consent, admin consent workflow configured, still has an administrator — correctly, within policy, through every approved gate — consenting to a CSO with no FedRAMP authorization. Every check passes. The boundary still leaks.
That is a scope gap, not a configuration gap, and no amount of configuration hardening reaches it. Only an authorization verdict recorded against the integration, before configuration, closes SA-9.
What the other 23 closures are, and are not. Per the Vol 0 Book 02 convention, Volume VII/IX rows record where a control is coordinated, evidenced and operated — not a second independent closure claim. The architecture volumes own the primary closure: identity lifecycle in Vol I Book 04, naming and the CM-8 join key in Vol I Book 01, certificates in Vol I Book 03. This lane is the workflow plane where each is made operational and evidenced during provisioning. SA-9 is the exception — it is closed here first, because no other book in the series carries it.
NIST SP 800-53 Rev 5 Control Closure — Authorities Closed Here
Generated from the compliance spine (federal-compliance-compliance-spine.yml); not hand-edited here.
Authorities Closed Here — SaaS Integration Governance (the Entra app gallery as a governed SA-9 event) († = Closure-Necessity anchor: no alternate closure path)
	Control
	Title
	Closing mechanism (function, not product)
	Accreditation gate
	Authority drivers
	Evidence slot
	FedRAMP 20x KSI
	Tool-attestable?

	CM-8
	System Component Inventory
	The service principal, its gallery template id, SSO mode and sync-job state are registered as a CMDB CI reconciled to the authoritative IPAM/DDI asset identity (CM-8 join key); an integration absent from the register is drift
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; CISA BOD 23-01
	Network
	KSI-PIY
	No

	AC-2
	Account Management
	Offboarding disables the sync job, removes assignments, revokes the federation trust and credential, confirms vendor-side deletion against the retention record and retires the CI — the step whose omission leaves a live replica behind
	FedRAMP Moderate
	NIST SP 800-53 Rev 5
	Identity
	KSI-IAM
	No

	AC-2(1)
	Account Management | Automated System Account Management
	Enabling the synchronization job is automated account management: accounts in the SaaS are created, updated and removed from the authoritative directory, with scoping filter and attribute mapping carried in the approved change record
	FedRAMP Moderate
	NIST SP 800-53 Rev 5
	Identity
	KSI-IAM
	No

	AC-2(3)
	Account Management | Disable Accounts
	The HR separation event drives disable/remove in the SaaS on the effective date with per-step evidence; separation-to-revocation interval inside the SaaS becomes a continuous-monitoring metric
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; OMB M-22-09
	Identity
	KSI-IAM
	No

	AC-20
	Use of External Systems
	The governed request records which organizational identity data leaves the boundary, to which external system, and under which authorization — closing the outbound direction that inbound-scoped external-access controls do not reach
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; OMB M-22-09
	Identity
	KSI-IAM
	No

	AC-3
	Access Enforcement
	User/group assignment is required on the enterprise application — never ‘available to all users’ — making the assignment the enforcement point the agency still controls once the trust exists
	FedRAMP Moderate
	NIST SP 800-53 Rev 5
	Identity
	KSI-IAM
	No

	AC-4
	Information Flow Enforcement
	Each integration is classified from the attributes captured at request as assertion-only (transient) or SCIM (a standing directory replica), determining what organizational data may cross and whether an interconnection agreement applies
	FedRAMP Moderate
	NIST SP 800-53 Rev 5
	Data
	KSI-IAM
	No

	AC-5
	Separation of Duties
	Requester may never approve; privileged scopes and any SCIM path require a security approver distinct from the business owner, enforced pre-flight by the gate rather than by convention
	FedRAMP Moderate
	NIST SP 800-53 Rev 5
	Identity
	KSI-IAM
	No

	AC-6
	Least Privilege
	App roles are mapped from the authoritative org/assignment model rather than a vendor default; any role carrying administrative authority inside the SaaS requires a security approver
	FedRAMP Moderate
	NIST SP 800-53 Rev 5
	Identity
	KSI-IAM
	No

	IA-2
	Identification and Authentication (Organizational Users)
	Federation is configured via Graph through the in-boundary MID Server and the catalog records that SaaS-local credentials are disabled or exception-approved — enforcing ‘SSO required’, not merely ‘SSO available’
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; OMB M-22-09
	Identity
	KSI-IAM
	No

	IA-4
	Identifier Management
	One enterprise identifier per person, sourced from the HR-derived worker record, is carried into the SaaS; the vendor never mints its own identifier for an organizational user, preventing per-app identity sprawl
	FedRAMP Moderate
	NIST SP 800-53 Rev 5
	Identity
	KSI-IAM
	No

	IA-5
	Authenticator Management
	Federation credentials are rotated automatically ahead of expiry with the SaaS-side update tracked as a change; the trust never depends on a human remembering a three-year certificate
	FedRAMP Moderate
	NIST SP 800-53 Rev 5
	Identity
	KSI-IAM
	No

	IA-5(2)
	Authenticator Management | Public Key-Based Authentication
	The SAML token-signing certificate and SCIM bearer token are issued as authenticators with mandatory expiry — certificate-based where the SaaS supports it — never as a long-lived secret pasted into configuration
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; EO 14028
	Identity
	KSI-IAM
	No

	PS-5
	Personnel Transfer
	A mover event re-derives SaaS entitlements from the new assignment and raises an access review of the residual — the transfer is only visible to the SaaS because the HR event carries it
	FedRAMP Moderate
	NIST SP 800-53 Rev 5
	Identity
	KSI-IAM
	No

	SI-12
	Information Management and Retention
	Which identity attributes flow to the SaaS, from which authoritative source, and the vendor’s retention and deletion commitments are recorded where the data originates — lineage cannot be reconstructed from the vendor’s copy at audit time
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; Privacy Act
	Data
	KSI-PIY
	No

	SA-9(2)
	External System Services | Identification of Functions, Ports, Protocols, and Services
	The CSO declares its SSO/SCIM endpoints, ports and protocols as a catalog record; the NGFW allow-list and DDI records derive from that record, so an undocumented endpoint is detectable as drift rather than invisible
	FedRAMP Moderate
	NIST SP 800-53 Rev 5
	Network
	KSI-SCR
	No

	AC-2(4)
	Account Management | Automated Audit Actions
	Creation, modification, enable/disable and removal of SaaS accounts emit audit records automatically, correlated to the originating HR or catalog event
	FedRAMP Moderate
	NIST SP 800-53 Rev 5
	Telemetry
	KSI-MLA
	No

	AU-2
	Event Logging
	Provisioning and application sign-in telemetry for the integration are routed to the agency SIEM at onboarding rather than retrofitted after an incident — bounded by what the GCC-Moderate boundary permits the tenant to see
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; CISA CDM
	Telemetry
	KSI-MLA
	No

	AU-6
	Audit Record Review, Analysis, and Reporting
	A named reviewer, a cadence and a closure record over the integration’s audit trail — collection is AU-2; evidence that somebody looked is AU-6, and only an owned task produces it
	FedRAMP Moderate
	NIST SP 800-53 Rev 5
	Telemetry
	KSI-MLA
	No

	CA-3
	Information Exchange
	SCIM-provisioned integrations are classified as interconnections and gated on an approved ISA before the synchronization job is enabled; SSO-only integrations, which pass assertions without a standing replica, are recorded but do not require one
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; OMB Circular A-130
	Security / supply chain
	KSI-PIY
	No

	CA-7
	Continuous Monitoring
	Cadence re-verification of the marketplace verdict, the owner and the attribute scope; a lapsed authorization or orphaned integration raises a task feeding the attestation and KSI evidence pipeline
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; NIST SP 800-137; FedRAMP 20x KSIs
	Telemetry
	KSI-MLA
	No

	CM-3
	Configuration Change Control
	Every compliance-affecting change to the integration — enabling SSO, enabling SCIM, widening attribute scope, rotating a credential — carries an approved, reviewable change record before actuation
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; OMB Circular A-130
	Security / supply chain
	KSI-CMT
	No

	SA-9 †
	External System Services
	Every SaaS integration request is gated on a recorded FedRAMP Marketplace authorization verdict at or above the Moderate baseline before SSO or provisioning is configured; the verdict is re-checked on cadence and a lapsed authorization raises a task
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; FedRAMP 20x KSIs
	Security / supply chain
	KSI-SCR
	No

	SC-17
	Public Key Infrastructure Certificates
	Issuance, publication to the relying party, rollover and revocation of the token-signing certificate run under the agency certificate policy rather than accepting the identity provider’s default self-signed certificate at setup
	FedRAMP Moderate
	NIST SP 800-53 Rev 5
	Security / supply chain
	KSI-IAM
	No


Closure-Necessity — alternate-path rebuttals (†). For each necessity anchor, the strongest alternative a reviewer might propose and the specific reason it fails to close the control:
· SA-9 — “Restrict who can consent” (SCuBA MS.AAD.5.1v1/5.2v1) is the nearest alternative and does not close this: consent restriction governs who approves an integration, not whether the service on the far end is authorized to hold federal data. A tenant fully compliant with admin-only consent still has an administrator correctly consenting to an unauthorized CSO — every gate passes, the boundary still leaks. Only an authorization verdict recorded against the integration closes SA-9.
Honest Limits
1. The population is unmeasured. No inventory has been run against the tenant. This book specifies a gate for a problem whose size is unknown — how many gallery integrations exist, and how many carry SCIM. Run the read-only inventory before this leaves draft; if the count is small, scale the prescription down and say so.
1. The Graph surface is specified, not built. The methods in §“The Graph surface Lane F needs” are the operations the catalog requires; EntraHelpdeskClient does not yet carry them. The control map and the closures are real; the Script Include extension is work.
1. x_fed_compliance is a DRAFT skeleton, not a built app. Its kit now exists (x_fed_compliance/, registered in the spine) with real Script Includes and a CI-validated control map — but the Flows, ATF XML and update set are specs to be built and exported from a sub-prod instance, same disposition as the day-2 kit.
1. The ISA line is a judgement. Gating ISAs on SCIM only is asserted, not derived — a password-SSO app stores credentials in Entra and replays them, arguably a standing flow of secrets. CA-3’s closure encodes the current answer; revisit it before this leaves draft.
1. Li-SaaS is not distinguished. saas.verify.authorization records “at or above the Moderate baseline”. The marketplace distinguishes Li-SaaS from full authorization; this book does not yet.
1. The marketplace has no API. The export is taken by hand from fedramp.gov/marketplace; the join is only as fresh as the last one, and the catalog date-stamps it. Name-matching is a permanent heuristic — the tooling emits a review queue and never an “unauthorized” verdict, because absence of a name match is not evidence of absence of authorization.
1. The corpus measurement is point-in-time. The vendor revises those tutorials continuously; the zero-mention finding should be re-measured, not assumed permanent.
Cross-References
	Topic
	Where

	Coordination doctrine; boundary treatment; MID Server rule
	Vol VII Book 00

	CMDB reconciliation to the IPAM/DDI CM-8 join key
	Vol VII Book 01

	M365 surface control automation (AC-2, CM-6, CA-7 over Entra)
	Vol VII Book 02

	Attestation, evidence, KSI roll-up; POA&M for legacy integrations
	Vol VII Book 04

	The scoped-app pattern this lane extends
	Vol VII Book 05

	App registrations as machine identity — the inbound counterpart (Lane E)
	Vol IX Book 03

	The day-2 catalog and kit this lane ships in
	Vol IX Book 00

	HR-derived identity lifecycle — the owner of the JML facts this lane propagates
	Vol I Book 04

	Product authorization verification at procurement
	Vol 0 Book 01


Provenance
· Lane F control map: servicenow-day2/saas-control-map.json — 24 catalog items, 24 distinct controls, validated by validate_day2_control_maps.py against the spine’s slots and the in-repo FedRAMP CR26 catalog’s KSI themes.
· Spine closures: derived from the control map (control, KSI, slot copied; mechanism authored), so the two cannot disagree.
· Boundary pairing (GCC Moderate → Commercial Entra ID on Azure Commercial; GCC High/DoD → Azure Government) verified against Microsoft Learn, not assumed.
· Gallery detection constant (applicationTemplateId ≠ 8adf8e6e-67b2-4cf2-a259-e3dc5476c621) verified verbatim against the Graph applicationTemplate reference.
· Vendor corpus: 12,940 pages / 1,295 tutorials, term frequencies via PyMuPDF, page count independently confirmed with pypdf. The scuba hits were manually inspected and confirmed to be the SaaS application Scuba Analytics, not CISA SCuBA.
Draft Proposal — Subject to Review
Developed by the CSI Team (Cloud Services Infrastructure); not yet reviewed or approved by the Agency CIO Office, OIS, or leadership. Date Code: 2026-07-21 14:46 ET
Series Context — Volume IX Book 06. Book 01 governs identity requests: an operator asks, an approver approves, the MID actuates. This book is the governance layer above that lane — the lifecycle that runs without anyone asking (JML automation from HR events), the review that runs on a calendar (access-certification campaigns), and the evidence both produce (the IAM feed into Vol VII Book 04 attestation). It is the series home for the Identity & Access Governance Kit — Kit Expansion Phase 2; the kit realization is gated as stated below.
Phase 2 gates — the kit is not buildable yet. Three gates precede implementation, per the kit-expansion roadmap: (1) the foundation kits (Vol VII, DDI, Day-2) running in sub-production with green ATF; (2) Vol I Book 04’s HRIT Identity & Org SSOT implemented and providing reliable event data; (3) the kit requirements advanced from Draft v0.9 to a signed-off v1.0 through CSI/OIS workshops. This book records the series home, the control contract, and the design shape so the kit lands into a settled slot when the gates clear — the control closures below are the book’s contract, not yet kit-bound.
What This Document Addresses
Identity governance today is manual where it matters most. Access reviews are compiled by hand for ConMon. Least-privilege verification is a spreadsheet exercise. Leaver de-provisioning is evidenced after the fact, if at all. The Book 01 catalog made identity requests governed — but a request lane only governs what someone remembers to request. The three standing obligations that run on events and calendars rather than tickets have no automation:
1. JML from the HRIT Org SSOT. Joiner provisioning, mover access re-derivation and residual review, and leaver de-provisioning within SLA — driven by effective-dated HR events, with approval gates on high-risk events and one-way attribute flow from HR to the directory, with drift detected against the HR record.
1. Access-certification campaigns. Scheduled user, manager, application-owner, and privileged reviews with SSOT context; bulk decisions with an audit trail; every revocation triggering a tracked remediation workflow.
1. IAM evidence generation. Campaign completion, MFA and Conditional-Access coverage, SSOT-versus-directory least-privilege comparison, and immutable JML audit logs — exported OSCAL-compatibly into the attestation loop.
Configuration Is Not Compliance — Why This Book Exists
The identity stack beneath this book is genuinely strong: federation puts every SaaS sign-in behind the agency’s phishing-resistant MFA (Vol IX Book 05), SCIM automates provisioning and deprovisioning, and the five-verb help-desk catalog (Vol IX Book 01) makes routine identity operations governed and evidenced. It is tempting to conclude the identity controls are therefore closed. NIST SP 800-53 says otherwise — deliberately. The control families begin with policy and procedure requirements (AC-1, IA-1), and the account-management family carries the enhancements configuration cannot reach: AC-2(5) and the review-and-recertification discipline, where a human accountable for an access decision periodically re-affirms or revokes it against the SSOT. A perfectly configured tenant with no certification campaigns has automated its grants and abandoned its reviews — every entitlement is efficiently provisioned and nobody has confirmed it should still exist. This book is the layer that closes that split: scheduled campaigns with SSOT context, revocations that become tracked remediation (not advisory emails), and evidence that the review happened and bit — exported into the same attestation loop as everything else. Configuration makes identity controls enforceable; governance makes them true over time.
The Governance Loop
	Lane
	What runs
	Trigger
	Control

	JML automation
	Joiner provisioning · mover re-derivation + residual review · leaver de-provisioning within SLA
	Effective-dated HR event
	AC-2, IA-4, IA-5

	Approval gates
	High-risk lifecycle events (privileged roles, sensitive orgs) held for second-party approval
	Risk classification
	AC-5

	Certification campaigns
	User / manager / application-owner / privileged reviews; bulk decisions audited; revocation → remediation workflow
	Calendar cadence
	AC-6

	Evidence feed
	Campaign completion, coverage comparisons, immutable JML logs — OSCAL-compatible export
	Every action
	AU-2 → CA-2/CA-7


The truth planes do not move. The HRIT Org SSOT (Vol I Book 04) remains the source of employment truth; IPAM/DDI remains the source of asset truth; the CMDB reconciles and never replaces either. This book automates consequences of truth-plane events — it does not create a second place where identity truth lives.
Governance, Not Requests — the Book 01 Seam
Book 01 and this book divide the identity surface cleanly. A password reset is a request: someone asks, the catalog governs the asking. A leaver de-provisioning is not a request — nobody asks for their own departure to be processed — it is a consequence that must fire because the HR record changed. The request lane cannot close that class of obligation, which is why AC-2’s event-driven half, the certification calendar, and the evidence feed live here. The seam is the trigger: tickets govern asks; this book governs events and calendars.
Closure Necessity
Closure Necessity — a review that depends on remembering is not a control
Vol I Book 04 proves the SSOT is the only source that generates employment truth. This book is where that truth becomes enforcement on a schedule no human sustains: leavers de-provisioned within SLA every time, certifications that fire on a calendar rather than an audit finding, and evidence produced by the workflow itself rather than reconstructed for the assessor. Remove the automation and AC-2/AC-6 regress to whatever the last hand-run review caught; remove the evidence feed and the controls may hold but cannot be proven.
NIST SP 800-53 Rev 5 Control Closure — Authorities Closed Here
Generated from the compliance spine (federal-compliance-compliance-spine.yml); not hand-edited here.
Authorities Closed Here — Identity & Access Governance (JML automation · certification campaigns · IAM evidence) († = Closure-Necessity anchor: no alternate closure path)
	Control
	Title
	Closing mechanism (function, not product)
	Accreditation gate
	Authority drivers
	Evidence slot
	FedRAMP 20x KSI
	Tool-attestable?

	AC-2
	Account Management
	Joiner/mover/leaver executed as lifecycle automation from effective-dated HR events — joiner provisioning, mover access re-derivation, leaver de-provisioning within SLA — with approval gates on high-risk events; extends the Book 01 request lane from operator-requested to event-driven
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; OMB M-22-09
	Identity
	KSI-IAM
	No

	AC-5
	Separation of Duties
	Requester, approver, and certifier are distinct roles enforced by the campaign and JML workflows; high-risk lifecycle events require a second-party approval gate
	FedRAMP Moderate
	NIST SP 800-53 Rev 5
	Identity
	KSI-IAM
	No

	AC-6
	Least Privilege
	Scheduled user / manager / application-owner / privileged access-certification campaigns with SSOT context; every revocation decision triggers a tracked remediation workflow
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; OMB M-22-09
	Identity
	KSI-IAM
	No

	IA-4
	Identifier Management
	Identifiers issued, re-derived, and retired as consequences of the authoritative worker-record lifecycle — no orphaned identifiers because retirement is an HR event, not a hygiene sweep
	FedRAMP Moderate
	NIST SP 800-53 Rev 5
	Identity
	KSI-IAM
	No

	IA-5
	Authenticator Management
	Authenticators disabled on the leaver event within the de-provisioning SLA and re-scoped on mover events, closing the ghost-credential window the request lane alone leaves open
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; EO 14028
	Identity
	KSI-IAM
	No

	AU-2
	Event Logging
	Every JML action and certification decision an immutable, audited change record reconciled to the join key and exported OSCAL-compatibly into the attestation loop
	FedRAMP Moderate
	NIST SP 800-53 Rev 5; OMB M-26-14
	Telemetry
	KSI-MLA
	No


Honest Limits
· The kit is gated. Until the three Phase 2 gates clear — sub-production foundation kits with green ATF, an implemented Vol I Book 04 SSOT, and a signed-off requirements v1.0 — this book is a contract and a design shape, not shippable Flows. Nothing here should be procured against before the sign-off.
· Certification quality is bounded by SSOT quality: a campaign with stale manager chains produces confident wrong answers. The Vol I Book 04 reliability gate exists precisely for this reason.
· Bulk certification decisions are efficient and dangerous in equal measure; the audit trail records who bulk-approved what, and privileged-access campaigns exclude bulk approval entirely.
· The mover event is the hard case — re-derivation plus residual review, not a fresh grant — and the SLA that matters most is the leaver’s.
Cross-References
· Vol I Book 04 (HRIT Identity & Org SSOT) — the truth plane every lane in this book consumes; its AC-2/PS-5 closures are the necessity argument this book operationalizes.
· Vol IX Book 01 (Helpdesk & ITSM Catalog) — the request lane this book governs above; JML requests stay there, JML events live here.
· Vol IX Book 03 (App Registration Governance) — the machine-identity mirror of this lifecycle; its attestation cadence is the workload analogue of a certification campaign.
· Vol VII Book 04 (Control Attestation & Evidence) — where the evidence feed lands (CA-2/CA-7) and becomes the FedRAMP 20x KSI submission.
Provenance
Draft. The series home decided here (Vol IX Book 06, per the kit-expansion roadmap’s Phase 2) and the control contract registered in federal-compliance-compliance-spine.yml are the authoritative artifacts; the underlying requirements document remains Draft v0.9 pending CSI/OIS sign-off. The figure above is authored as committed house-style SVG, rendered to PNG at 3× for crisp .docx zoom. This book’s own DOCX/PPTX derivatives follow on the next authoring pass.
